331
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.29, NO.2, Apr. 2019 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2019.29.2.331

Sysmon¥} ELKE- 0]-£-3F A A|ojA| &=
Aol 23 €x]*

'olFECistn HEEATSTH(ALO|HEOH MF), “OIFIHEm Ato|s{EotSt )

Cyber-Threat Detection of ICS Using Sysmon and ELK*

Yongjun Kim,” Taeshik Shon?
'Department of Information and Communication Engineering, Ajou University
2Department of Cyber Security, Ajou University

\1

FetaL slet. ofell wheh 3= od7-eb §Ho
gt Boks st A et glo] Wiellx Rtst= f13 el
I 7T el AAA Beaks Astete Zloln Wi
AR qlate] Hgo] x| 7] mjitelrh. 53], AbgiA|elx

AEeha glol Aekgel ol EAeki irk. olH Aok AzdEe

= ofell A AbjiAl A AE S dAFo= 3 Afoln] $13o] ksl

A= 3 ook, spAIRE el ) weleh AAA el

tafrd= odAds] F ket el

neke ] A% £RAES Azde) b

=1 Az #{AA A2 o] Atk
o

] il =
Naizel et AFA FEEA o @ olo] i@ vigule] Bag wel HEAS 1@ B £F
Az B40LE ATk Sysmonsh BLKE o]431 whioz wek £840] v 750 Adalolx

oAl ©2]3}7] ofe& AtelH

2o

r
i

>

Al
Ze

[ rﬁl’m

=2 o rf

ABSTRACT

Global cyber threats to industrial control systems are increasing. As a result, related research and cooperation are actively
underway. However, we are focusing on strengthening security for physical network separation and perimeter. Internal threats
are still vulnerable. This is because the easiest and strongest countermeasure is to enhance border security, and solutions for
enhancing internal security are not easy to apply due to system availability problems. In particular, there are many
vulnerabilities due to the large number of legacy systems remaining throughout industrial control systems. Unless these
vulnerable systems are newly built according to the security framework, it is necessary to respond to these vulnerable
systems, and therefore, a security solution considering availability has been verified and suggested. Using Sysmon and ELK,
security solutions can detect Cyber-threat that are difficult to detect in unstructured ICS.
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Table 1. Comparison “IT System’ and “ICS/ SCADA'(5)

Category | Information Technology System Industrial Control System

INon-real-time [Real-time

Response must be consistent
High throughput is demanded
[High delay and jitter may be acceptable

“lLess critical emergency interaction
|Tightly restricted access control can be implemented|
to the degree necessary for security

Response is time—critical
[Modest throughput is acceptable
High delay and/or jitter is not acceptable

[Response to huen and other energency interaction is aritical
|Access to ICS should be strictly controlled, but should|
ot hanper or interfere with humen-nmchine interaction

-, [Responses such as rebooting are acceptable
*) JAvailability defici s can often be tolerated)
Idepending on the system's operational requirements

SlResponses

[Responses such as rebooti ay not be accept|
lable because of process availability requirements
|Availability recpirenents may necessitate redundart systems
Quiages ms be farned and schediled days/wedks in advance:
IFigh availahility recires extaustive predeployient testing

Manage data
Data confidentiality and integrity is paramount

. [Fault tolerance is less important — momentary|

[downtime is not a major risk

Major risk impact is delay of business operatily,
jons.

Control physical world

[Human safety is paramount, followed by
protection of the process

[Fault tolerance is essential, even momentary|
[downtime may not be acceptable

[Mejor risk inpects are regulatory nonconpliance, enviro|
inmental inpects, loss of life, equipment, or production

Systems are designed for use with typical
loperating systems

Upgrades are straightforward with the availability
jof automated deployment tools

Differing and possibly propri
tems, often without security capabilities built in
[Software changes must be carefully made, usually|
by software vendors, because of the specialized|

ry operating sys|

lcontrol algorithms and perhaps modified hard|
ware and software involved

[Systems are specified with enough resources|
- |to support the addition of thirdparty applications|
~ |such as security solution

[Systems are designed to support the intended|
lindustrial process and may not have enough|
memory and computing resources to support]
the addition of security capabilities

[Standard communications protocols

[Primarily wired networks with some localized|
wireless capabilities

[Typical IT networking practices

IVEny proprietary and standard communication protocols
[Several types of communicatons media used including|
|dedicated wire and wireless (radio and satellite)
INetworks are complex and sometimes require|
the expertise of control engineers

lin the presence of good security policy and

lures.
|The procedures are often automated.

[Software changes are applied in a timely fashionja

Software changes must be thoroughly tested|
and deployed incrementally throughout a system|
to ensure that the integrity of the control system|
is maintained. ICS o s often must be plann|
led and scheduled days/weeks in advance. ICS|
Imay use OSs that are no longer supported.

|Allow for diversified support styles

Service support is usually via a single vendor

[Lifetime on the order of 3 to 5 years

[Lifetime on the order of 10 to 15 years

(Components are usually local and easy to access

(Components can be isolated, remote, and require)
lextensive physical effort to gain access to them

Table 2. Function of Sysmon(6)

- Logs process creation with full command line for both
current and parent processes.

- Records the hash of process image files. And Multiple
hashes can be used at the same time (SHAl(the
default), MD5, SHA256 or IMPHASH)

- Optionally logs network connections, including each
connection's source process, IP addresses, port
numbers, hostnames and port names.

- Detects changes in file creation time to understand
when a file was really created.

- Rule filtering to include or exclude certain events
dynamically.

2.3 Sysmon

Sysmon< MSel| 43 Sysinternalsdl4 &
2 AwEHs A= Azd ZyEy =gl
Sysmon< 7]&9] =% ojWlE 239 AghE w
GET 5E 7@}5}"4 Z2A~ A, vES=Z A
72 5 oMlEE Fal 753k, vy 5"5 A3t
of HAY dYE %LZ] & g ook AR 7lee
Table 2.914 ®& ule} 2},
=3 A5 o] 83l HHE3| Ao EellA

Fr oARE Z3|sle] Feld 4 glow Iy,
i‘ﬂ CUEN=Z A, 24, A & HEE °]Bﬂl
ER "a‘f‘l—zrl, 54 oWl Eq] s Fele& 24T
T i

e 7 slgde] o] HokT Qs
gk A7k AR mE Yy ahd RS s
&S &R, B4 Aot} o]d wpe} ZAE Ut
22 A8E FAE ¢ 3= Sysmons o]&% 9
w9 2l i SR IHES AA AEE vt
elo g 44 AAskel. Sysmon Z1E o]&
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2.4 ELK(Elastic Search, Logstash, Kibana)

ELK% ElasticSearch, Logstash, Kibana
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Customized Agent

2.5 CTI(Cyber Threat Intelligence)
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Estonia Republic of Korea Republic of Korea
DDoS attack 3.4 DDoS attack
Ed ®
USA Republic of Korea g Saudi
CodeRed 7.7 DDoS Attack Aramco Hack
@ @ @
@ @ @
Republic of Korea Iran Republic of Korea
1.25 Internet turmoil Busser nuclear power 3.20 Computer
(Slammer) plant stopped network failure
[-] (Stuxnet)
Georgia Japan
DDoS Attack

6.25 Cyber Attack Broadcasting disorder KillDisk

Attempt to attack Blackenergy
nuclear power plant

Table 3. Critical attacks cases of Domestic and
international ICS(13)

Date Attack target Attack type/damage
Aust{'alian A fired employee can manipulate the system
2001 t:::;;geit using external remote access, Damage caused
Systems by unauthorized release of marine sewage.
) In-house information system is infected with|
2003 Inflﬁu}igll:gi?\;]'a _|malware and signal system is stopped being.
- Sy"stem N IS)Luringd the 6 hours of restoration work,|
opped.
2009 US Hospital HVAC(Heating, Heating, Ventilation, Air

HVAC system | Conditioning) system is hacked.

'Stuxnet', a malicious code targeting remote

2010. 6 Tran Nma‘?? control systems, Found. Stuxnet penetrated the
e Nuclear facility |Iran Natanz nuclear facility, To delay the

development of nuclear weapons.

: More than 35,000 computers in my company
—ngg:;rloc}ls have been paralyzed, documenting all the work|
2012 company Saudi Manually through. Aramco, })arquzed to the|

Aramco payment system, Of the world's oil supply, Free|
17 days after the incident.

2014 12 Korea Hydro

Nuclear Power Nuclear plant drawings leaked.

A wide range of 200,000 people can not use|
electricity for about 6 hours Power outage
occurred.

2015. 12. L‘krai?‘evr’ower
aril

Exclude your e-mail account and password for]
Seoul KORAIL |employees of railway operators There is an|
2016. 3. Railway Traffic [outbreak of phishing e-mail being sent down. At
Control Center |the time of railroad traffic control System is a
preliminary stage for cyber terror.

- i Spear  phishing attack via e-mail with]
Michigan ,PO“” Ransomware box. If the infection spreads to the
2016. 4. Plant Water |, .
Facilities internal network, To suspend the company
system.

Sd‘l\lzll rdnusl,no The payment system is a variant of HDD
2016. 11. Raxlw‘?xry‘ L(‘\Ial ND crypto, Mabma Ransomware And more than

system 2,000 unattended issuers are paralyzed.
Honda Infected with WannaCry Ransomware, engine
2017. 6. automobile  |production for about 48 hours And assembly is|

Shiyama Factory |interrupted.
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Fig. 5. Major damage cases of Domestic and international ICS(13)
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